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Introduction

e Situation Management (SM) is a synergistic goal-dir  ected
process of analysis, control, and prediction of situations
happening in dynamic systems and operational spaces

* Informally, situations are seen as states of adyna ___mic system
observed at particular time; Complexity of the situ ations may
range from a single attribute value of an object, 0  r a single
relation among the attribute values, to complex col lections of
objects interlinked by various class, structural, s patial,
temporal, and other (domain-specific) relations

 Research in situations, situational behavior of hum ans, and in
modeling the acts of situation resolution have been In the focus
of various disciplines such as Situation Awareness, Situation
Calculus, Information Fusion and Human Factors

* In this lecture we will present basic concepts asso ciated with
situation management and see how they are applied f  or the
tactical operations domain
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Situation Management : A Reference Diagram
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The Types of Situation Management

We identify three basic types of situation manageme nt:
— Investigative

— control

— predictive type

The investigative SM is concerned with a retrospect  ive
analysis of causal situations which determine why a

certain situation happened. The control type of SM aims to
change or keep the current situation, while the pre  dictive
type of SM aims to project possible future situatio ns.

For example, finding a root of a packet transmissio n failure
In a telecommunication network is an example of an
iInvestigative SM; moving a tank unit from the area of direct
hostile fire is a control type SM; and a projection of a
potential terrorist attack on a critical infrastruc ture element
IS an example of a predictive SM.
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The Scope of Issues of SM

Situation Modelling, Awareness

and Decision Support

e  Situation monitoring and awareness

e  Situation modeling, reasoning and
decision support

*  Predictive situation modeling

e  Situation ontology and semantics

* Formal methods and situation calculus

* Learning and situation discovery

Intelligent Sensing

* Intelligent sensor networks

*  Semantic sensor web

* Biology-inspired, autonomic and self-
organizing sensing

Information Fusion and Event

Correlation

*  Multi-source, multi-resolution and
hierarchical information fusion

* High-level models of information fusion

* Information fusion and situation
awareness

* Event correlation algorithms

* Event-driven systems

Situation Management

Architectures and Platforms

Multi-agent systems and distributed
situation management

* Collaborative models of situation
management

* Peer-to-peer architectures for situation
awareness

* Integration with Service-Oriented
Architectures (SOA) and enterprise
event processors

e  Situation management platforms

Situation Management

Applications and Experiences

. Situation management in communication
networks

. Asymmetric, net-centric and tactical
battlespace operations

. Infrastructure and cyber security

. Earth observations, disaster response and
crisis management

. Intelligent transportation, health care, and
enterprise management networks
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Tactical Situation Management:
Characteristics and Operational Needs

» Characteristics of the future battlefield
— High mobility of troops and weapon systems
— Increasing operational tempo
— Unpredictable battlespace situations
— Convergence of real and cyber battlespace

* Operational needs from military commanders’ perspect ive
— Effective situation awareness
— Recognition of emerging trends
— Potential threat warnings
— Decision awareness and command options
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Tactical Situation Management
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Urban Operations

Central UO Command

Region 2 Operations Region 1 Operations

Location A Command

Location A Operations

Urban Operations

) Scenario-Based
Environment

Collaboration

L. Lewis, G. Jakobson, J. Buford, “Inferring Threat s in Urban Environments with Uncertain and
Approximate Data: An Agent-Based Approach,” Applied Intelligence, 2008.
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Telecommunication Network Management
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Disaster Situation Management
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The Scope of Issues of Situation Modeling
and Resolution

* World Model

 The Belief System, Ontology

e Situations, Events, Situation Transitions,
 Modeling of Time, Temporal Reasoning

 Goals, Plans, Actions

* |nexact and Approximate Models

» Deterministic and Statistical Approaches
 Performance and Scalability

» Distributed Management and Multi-Agent Systems
e Situation Management Languages, Tools and Platforms
« Situation Knowledge Acquisition and Engineering
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Situation Modeling — General Framework

e Structural Modeling
— Entities, attributes, attribute domains, constraint S
— Entity classes, class ontologies, core ontologies
— Relations

 Dynamic Modeling
— Situations
— Events
— Actions
— Time
* Representation
— Primary concept specification languages (set-theore
— Structural specification languages, e.g. OWL and DA
— Graphical modeling languages e.g. UML
— Programming languages, e.g. SDL and GOLOG

tical, FSM)
ML

Altusys Corporation
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Structural Domain Modeling

Let's assume that there exists a universe U, real o  r abstract that
could be sensed, perceived, reasoned and affected,  and which
IS populated with entities e [0E, , E; U

An entity e Is a thing of significance that has dis  tinctive
existence and is represented by set of attributes {  a;, a,, ..., a,}

Each attribute is a collection of attribute propert les, such as
attribute name, type, value, default value, and oth  er application-
specific properties

Attributes Properties

Universe U Ei a - {p 110 P12y -+ }
a2 ________
e e > Entity e
\ )

Attribute value is a triplet containing an actuala ttribute value,
certainty estimation, and time, either a pointori  nterval time
during which the attribute holds its value.
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Structural Domain Modeling (2)

A set of entities with certain common attributes de fines an abstract

entity class
Entity Class

Entities //u

 Some entities are active, they change their attribu  tes and properties in
time; Some of the entities can interact with other entities forming
multi-entity systems

 We will consider entities as dynamic time-dependent objects with their
time of creation t’, time of clear t”, and correspo nding lifespan &=(t,
t"). Any attribute value of an entity is defined on ly during the existence

of the entity, i.e. a(t), t [1d
Entity lifespan &=(t, t).

e T

t a(t), tdo. t”
entity entity
creation time deletion time
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Classes, Sub-Classes and Instances

Class
] IS-A (Single inherit
IS A\// \K/ (Single inheritance) Class A Class B
Sub-Class 1 Sub-Class 2
Abstract Classes .
IS-A
Multiple inheritance
Sub-Class AB
Instance -Of
“Real” object
Sub-class inherits all the attributes and corresponding attribute pr operties from
the (super -class), unless restrictions are appligd to the inhe ritance mecha nism.
Multiple inheritance allows to create entities with aggregated f eatures, however

care should be taken to avoid conflicts
Reference - Grady Booch : Object-Oriented Analysis and Design with Applications, Addison -Wesley
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Example: A Simplified Entity Class Specification of a
M1-Abrams Tank

<DomainClass Name="“M1-Abrams” Documentation="A class describing US Army M1 Abrams Main Battle Tank”>
<DomainClassParent>
<DomainClassLink Name=“Main-Battle-Tank”/>
</DomainClassParent>
<DomainClassLocation>
<DCLocSlot Name=“Tank-Location”> Entity Model
</DomainClassLocation>
<DomainClassTime> -
<DCUnivTimeSlot Name=“Unit-Time”>

</DomainClassTime>
<DomainClassSlots>

Entity Specification

<DClntegerSlot Name=“Combat-Weight” 54.5/> US Army M1 Abrams Main Battle

<DClIntegerSlot Name=“Maximum-Speed” 45/> Tank

<DCIntegerSlot Name=“Power-to-Weight-Ratio” 27/> Combat Weight: 54.5 tons

<DClIntegerSlot Name=“Total-Crew” 4/> gax'mum Speed: 45 mph

“ " ower to weight ratio: 27 HP/ton

<DClIntegerSlot Name="“Length-of-Hull” 24.49/> Length of Hull: 24.49 feet
</DomainClassSlots> Height: 8.68 feet
<DomainClassMethods> Total Crew: 4 soldiers

DCDatabaseMethod SetValue “Tank-Location” Weapons: 120mm Howitzer,

DCDatabaseMethod GetValue “Tank-Location” .50 Caliber Heavy Machine Gun,

</DomainClassMethods> and two 7.62mm M60 GPMGs

</DomainClass>
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Attacker Ontology
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Attack Frame
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Relations

Entities are engaged in different class, structural , Spatial and other domain-specific
relations. Relation is a mental abstraction of link Ing a certain number, very often

two, entities together. Mathematically, relation R~ 0O E;x...xE_={(e,, ..., )/ e.0E,, ...,
ey UE}, where E 4,..., E, OU.

Relation R could be considered as a set of instant relationships {r 4, ..., r4}. In case of
binary relations the commonly used notation is r = e;Re;, wherer = (e, g) OR.

In several practical applications it is required to consider relations as entities, in
sense that they are characterized by set of attribu  tes {b ,, b, ..., b,,}, and all the

features that were attached to the attributes of en tities.

_ Relation’s Attributes
Bi-parted graph
representation
Relation r

Entitye, Relation — ppiirye

R \
O ore O Entity O\Q 'Z; Entity

Attributes /gntity e, Entity eX‘tt”bUteS
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Time Dependent Features of Relations

We will consider relations as dynamic time dependen t objects
with their time of creation t’, time of clear t”, a nd lifespan o=(t’, t").

The following time dependency should hold for a rel ationship:

if e,Re;and 9, ¢ are lifespans of e accordlngly, then for the
relatlonshlp e Fﬁe the lifespan o IZ| 6 '"s Any attribute value b(t) of
a relation is defined only during the e existence of the relation, i.e.
b(t), td.

Entity ei lifespan &  Entity gj lifespan 9]

N R

v

eiRej lifespan d [ & n 9
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Types of Relations

* For our further discussion, it is important to cons ider the following types of
relations between entities:

— Class relations

— Structural relations

— Spatial relations

— Domain-specific relations

« Class relation establishes a link between an entity and abstract entity class or
between entity classes. Class relation is the major tool of conceptualization of
entities and building conceptual frameworks of abst ract concepts (ontologies).

o Structural relations Part-Of , Overlaprs-Withand S imilar-With are the basic
construction primitives of the universe.

o Spatial relations Inside, Near, Above, etc. are use d to express topological
(spatial) links between the entities.

e There is large number of various domain specific re lations, which semantics
depends on he particualr domain. For example, Servi  ce x Supported-by Network
y, Unit x Under-Fire-of unit y, Element x Connected - by Trunk-T1-to Element y.
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Definition of Base Situations

1. Let{a,, ..., a,} be set of situational attributes of entity e. Sit  uation S ,(d) on entity
e during a time interval d, d 09, where & s the lifespan of entity e is defined as

Se(d) = <y (1), ..., a,(t)>0v,x...xv,/ O, t) Od [<ay(t), ..., a,®)> = <ay(t), ..., a,(t)>]

2. Let{b,, ..., by} be set of situational attributes of relation R. S ituation S g(d) on
relation R during a time interval d, d [0, where dis the lifespan of relation R is
defined as

Sg(d) = <by(t), ..., bg()>0v,x...xv/ O(t, ) Od [<by(t), .., bg()>= <by(t), ..., by(t)>]

3. LetR O Ejx E; where E, E; 0 U, (g;, ) UR, and g, ¢ are lifespans of e , g,
accordingly, then

Seei, ¢y (d) = €Re
Is a situation, where d [0, where dis the lifespan of the relation R.

It is important to state that in the semantics of t he relation R is defined as
structural, spatial or domain specific relations.
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Construction of Complex Situations

Complex situations could be constructed from other situations using set-theoretical
union and inter-section operations.

1. If Sz,(d4) and S,(d,) are two situations, where B ;, B,OOU and d ;, d, are subsets of
common lifespans of all entitiesin B ;, B,, correspondingly, then,

Sg(d)= Sg,(d;) O Sgy(dy) and S'g(d')= Sgy(dy) N Sgp(dy)

are situations, where, correspondingly
d=d;nd, and B=B ;0B, andd'=d ;nd, and B=B ;nB,

2. Due to use of active entities and situational at  tributes, multiple different situations
can be defined on the same set of entities and rela  tions

NB! Logical and temporal relations could be define d between situations, however
only as between predicates, e.g. S’ * S” and S’ AFTER S” are predicates not
situations
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Recognition of Complex Situations

Situation Recognition Process Situations

Sltuatlon B w
Topology

— o> s T

Entities
Relations
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Situation Awareness Example

Temporal Relation
t2 — t1 > 60 seconds

Message Type A Tank Unit

at time t1 /

" ‘ Py Tank2 .

NOT (Message Type B at time t2)

-
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Situation Awareness (Recognition)
Example

Suppose an event of type A was issued at time t1 fr om tank labeled ?tankl, but during
the following 60 second interval an expected event of type B was not issued from tank
?tank2. It is known that tanks ?tankl and ?tank2 form a unit, where ?tankl is the leader
and tank ?tank2 is the deputy supporting tank  ?tanka1.

SituationRuleName: UNIT_CONTACT _LOST_SITUATION RUL E
Conditions:
MSG: EVENT-TYPE-A ?msgl
TANK: ?tankl
TIMESTAMP ?t1
Not MSG: EVENT-TYPE-B ?msg2
TANK: ?tank2
TIMESTAMP ?t2
AFTER: ?msg2 ?msgl 60 TIMESENT 2t
RELATION TANK_UNIT ?unitl
LEADER ?tankl
DEPUTY 7?tank2
Actions:
Assert: UNIT_COTNACT _LOST_SITUATION ?situationl
ATTRIBUTES
?msgl, ?msg2, ?unitl
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Characteristics of the Event Correlation

Process

 Event Correlation is a time-dependent process inse  veral
aspects:

— Correlated events have limited time of existence an  d during the
correlation process they might expire

— Temporal relations between events are significant

— The contributing events should happen within a pre- defined
time period

— The latency in the event communication lines may di stort the
actual sequence of incoming events

 As a general rule — the correlation process follows the real
time and should be fast , e.g. hundreds of events processed
per second
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Event Correlation Classes

1. [4, q, ....., a] —[a] Compression

2. [a, p(@) <H] —[nil] Filtering

3. [a,C] —[nil] Suppression

4. [nxa] —*b Count

5. [nxa;p(@] —a, p'@,p'>p Escalat ion

6. [a; a subclass b] —Db Generalization

7. [a;b subclassa] —Db Specialization

8. [aT b] —»cC Te mporality

9. [a, b, ...T, AND, OR,NOT]—>¢C Logic/Temporality
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Event Correlation Classes (Cont.)

1. Compression — reduction of multiple occurrences of identical events
a into one event

2. Filtering — event a is eliminated, if parameter p(  a) of event a does not
belong to the set of pre-defined values H

3. Suppression — event a is temporarily inhibited dur Ing the presence of
context C

4. Counting — n occurrences of event a generateseven tb

5. Escalation — assigns a higher value to the event a parameter p(a), e.g.
priority, depending on some context, e.g. number of event a
occurrences

6. Generalization — replaces event a with its supercl ass eventb
7. Specialization — replaces event a with its subclas s eventb

8. Temporality — generates a new event ¢ depending of  the existence of
temporal relations, e.g. BEFORE, AFTER betweenthe eventsaandb

9. Clustering — generation of complex event patterns c using Boolean
operators over conditional (predicate) terms
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Event Correlation and Situation Recognition
Process
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Multi-Agent Systems

 The paradigm of multi-agent systems (MAS) hasitsr  oots in
distributed artificial intelligence, object oriente d systems and
human team cognition.

 MAS is currently one of the most powerful approache s used in
building distributed computing systems.

 MAS has several important features which correspond to our
specific interests, particularly:

— Adaptivity: the ability to reorganize and improve b ehavior with
experience

— Autonomy: goal-directedness, proactive and self-sta rting behavior

— Collaboration: the ability to work with other agent s to achieve a
common goal

— Inference: the ability to act on abstract task spec ifications
— Mobility: migration in physical or cyber space

Altusys Corporation
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Current MAS Approach to Situation
Awareness

A typical MAS solution to situation awareness, and consequently
to the whole process of command and control, is bas ed on
dividing situation awareness (command and control) into several
dedicated agents either across functional tasks, e. g. data
detection, classification, visualization, etc., or across levels of
abstraction of information, e.g. signal, dataands  emantic
information levels.

Most of the MAS complexity is in the internal agent architecture,
the data’/knowledge representation and the inference procedures,
while inter-agent communication is simplified.

More sophisticated MAS architectures establish inte r-agent
communication rules guiding the flow of data and co ntrol.

A few MAS have introduced an ontology-based archite  cture which
allows a semantically deeper data structure, and mo st importantly,
the unifying of conceptually different data represe ntations from
different agents.

Altusys Corporation
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Classical Belief Desire Intension (BDI) Agent

Major Weakness:
| External Add/Delete
Event-Plan (EP) ﬂ 4‘» Goals  |,__Internal Sub-Goals
Paradigm Stack
Memory
External Events Goal . _
l Beliefs Beliefs External
v Update Events/
Events Event Can Plan ( PN Plan Actions
Stack | ["QEEEEHEN ) >\Instantiation -
- : Execution
Plans for
Internal Intentions Execution
Events

Plan Intentions
Library Stack

i mmadi A~

Based on the dMARS formalism — a well 5 main notions:
recognized reference model for BDI agents events, plans, intentions, beliefs & desires

d'Inverno, M., Luck, M., Georgeff, M., Kinny, D., and Wooldridge, M. The dMARS Architechure: A Specification of the
Distributed Multi-Agent Reasoning System, In Journal of Autonomous Agents and Multi-Agent Systems, 9(1-2):5-53, 2004
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Situation -Aware BDI Agent Architecture
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Control Alternatives for MAS Architectures

We are considering following MAS architectures
— Hierarchical
— Federated
— Mission-oriented

A hierarchical architecture _is based on a pre-defined configuration and

command/control structure between agents, which are positioned on multiple
levels. This corresponds to a well-defined (rigid) command structure and is
better suited for deterministic, predictable combat situations.

A federated architecture _ defines regions of local autonomy from a higher-

level central command. The central command defines tasks (goals, plans,
beliefs, knowledge, etc) and reporting structure, w hile execution of local task
is left to a region. A federated architecture isth e most promising for tactical
UCO.

A mission-oriented architecture __, which is the most flexible, is dynamically
planned depending on the battleground situation, th e mission to be executed
and the available resources. This architecture fits best the unpredictable
nature of battleground situations.

Altusys Corporation
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Inter- Agent Collaboration

» Collaboration of agents in MAS requires thatthe ag  ents
possess a capability to understand each other, shar ea
common understanding of the surrounding environment
and communicate effectively. For UCO the collaborat  ing
agents should have at least the following resources

— An effectively organized and computable set of comm on goals
— A shared ontology

— A set of inter-agent communication channels

— A common or transformable format for content exchan ge

— A set of collaboration acts, and procedures (polici es) for
implementing the collaboration acts

— Situation awareness of the urban combat environment

— A system of constraints (resource, time, quality, e tc.) affecting
the collaboration acts.
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Scenario-Driven Collaboration

* A collaboration scenario is a sequence of pre-defin ed
collaboration acts performed by two agents.

* The following illustrates such collaboration betwee n two agents,
Agent A and Agent B. Agent A is performing certain actions
belonging to a mission. Agent A encounters a task w hich has as
a sub-goal - a task for which Agent A is not an expe rt, e.g. the
task of planning a physical route for tanks. Agent A, using some
method to find a task expert, determines that Agent B is a task
expert and initiates a collaboration process with A gent B.

Elementary action

Sub-goal
Agent A

, N
\
77 A
, N
, N
N
’ N
P >
Agent B

Sub-goal planning
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Sample Scenario” Physical Route Planning

Collaboration_Scenario “Physical Route Planning”

Scenario_Type Sub_Goal Planning

Initating_Agent Agent A

Partner_Agent Agent B

Collaboration_Actions
Action_1 <Agent A initiates collaboration request>
Action_2 <Agent A selects collaboration partner age nt>
Action_3 <Agent A passes task information>
Action_4 <Agent B acknowledges collaboration act>
Action_5 <Agent B resolves the sub-goal>
Action_6 <Agent B passes the result to Agent A>

Action_7 <Agent A and Agent B acknowledge completio n of the
collaboration>

Altusys Corporation
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Policy-Based Collaboration

Policies are rules for normative behavior. They des  cribe very specific
acts and constraints for collaboration between two agents.

Unlike collaboration scenarios, policies do not des cribe the complete
deterministic sequence of the collaboration acts.

In addition, policy-based collaboration might invol ve the following
elements:
— Simple elements of negotiation, e.g. a request for more information by a
collaborating agent before resolution of a sub-goal
— Dynamic adjustment of the collaboration actions dep ending on the events
of an unfolding situation
— Limited mixed-initiative collaboration, where certa in collaboration acts
are initiated by the partner agent
Scenario-based and policy-based collaboration are ¢ urrently
considered the two main collaboration strategies be tween agents for
C2 in urban combat operations.
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Thank You for Your Interest!
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Situation Calculus

The first formal specification of a situation was g iven by McCarthy and
Hayes in their Situation Calculus, where they used first order logic (FOL)
expressions to define a situation as a snapshot of a complete world
state at a particular time.

e Since it was computationally inefficient to conside r a situation as a
complete state of the world, Reiter and Pirri in the  ir approach to
situation calculus defined a situation as a sequenc e of actions _enabling
calculation of the current state knowing the initia | state and the
sequence of actions transforming the initial state.

« One of the extensions of Situation Calculus involve s using fluents,
situation-dependent functions in describing situati ons

J. McCarthy and P. Hayes, “Some Philosophical Probl  ems from the Standpoint of Artificial
Intelligence.” In D. Michie, editor, Machine Intelligence 4, American Elsevier, New York, NY,

19609.
F. Pirri and R. Reiter, Some Contributions to the Si  tuation Calculus. J. ACM, 46(3): 325-364,
1999.
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